Abstract: With blockchain technology, information is recorded in a permanent distributed ledger that is maintained by multiple computers in a peer-to-peer network. There is no central authority that can alter records or change network consensus rules. Such technology could be utilized for voting, title transfers, issuance of company shares, document notarization, but currently, the most popular use-case are virtual currencies. An interesting feature that some virtual currencies have is a multisignature ("multisig") protocol that requires the electronic signatures from more than one private key to initiate a transfer of funds. Raw data of a multisig transaction may be recognized as an arbitral award under the New York Convention, where the law of England is the lex arbitri and parties have opted-out of a reasoned award.
I. INTRODUCTION
Multisig is a trust-less method for conducting electronic transactions that could possibly be used for international trade. For instance, a seller and buyer can set-up a multisig account and nominate a third party. If goods are delivered, funds are released from the multisig account with the signatures of the buyer and seller. In case of a dispute, the third party could adjudicate the dispute and sign the release of funds in favor of the prevailing party. However, the legal effect of the act of releasing funds from a multisig scheme has not been fully explored. It is of vital importance for resolved disputes to be final and binding. Businesses operate across many different jurisdictions and having an innovative method to finally resolve disputes would help decrease transactional costs and bolster certainty in an electronic trading environment. For this to occur, multisig needs to be re-imagined not as a simple transaction, but an arbitration process. The resulting multisig electronic award would have res judicata effect, where parties can rely on multisig to further the development of a case or to stop the reopening of a matter which has already been decided in a previous proceeding 2 . The res judicata effect of awards is an integral part of international commercial arbitration, which is evident in Article III of the New York Convention that requires courts in contracting states to recognize awards as binding 3 . This paper will determine whether a multisig transaction, arising out of an arbitration agreement, can be viewed as an electronic arbitral award that is capable of recognition under international arbitration law. In Part I, the legal framework for the form and content requirements of an arbitral award will be discussed. In Part II, we will touch on the law of electronic signatures and consider the authentication requirement of the New York Convention; and finally, in Part III, we will look at the possibility of characterizing multisig arbitration as an autonomous legal order. It is assumed the reader has a basic understanding of blockchain technology and asymmetric cryptography.
II. AWARD FORM AND CONTENT
An award can be defined as a record that evidences an arbitrator's decision, which is the consequence of evaluating opposing contentions between parties, weighing evidence and submissions 4 . The award puts an end to the arbitration process in whole, or in part, and finally settles issues, which cannot later be reopened or revised 5 . In making an award, arbitrators must act in accordance with the principles of natural justice 6 , where each party is given a full opportunity to present their case and parties are treated equally 7 . The arbitrators must also use their best efforts to render an enforceable award 8 . Form and content requirements are governed by multiple sources that include: the arbitration agreement itself, national arbitration laws, and arbitration rules; furthermore, arbitrators commonly refer to non-binding guidelines on drafting awards published by a number of non-governmental organizations.
The concept of party autonomy is a key pillar of international arbitration law. Parties have the freedom of contract to resolve disputes privately under the terms chosen by them. The parties can customize the entire arbitration process in their image when drafting the arbitration agreement to the extent allowed by public policy considerations. Parties have the confidence that the arbitration process is "their" arbitration and that it will be conducted according to their will 9 . In this sense, an arbitrator's power to issue an award is founded upon the consent of the parties. As arbitration is a creature of consent 10 , the arbitration agreement ought to be the primary source for ascertaining the form in which an award is given. Some national laws have taken this view. For instance, in the United Kingdom, Section 52(1) of the Arbitration Act 1996 provides that "parties are free to agree on the form of an award," similarly, Article 189(3)(1) of Switzerland's Federal Code on Private International Law indicates that parties can agree on award form 11 .
As part of this freedom, parties could choose which arbitration rules are applicable. Some arbitration rules call for arbitral awards to be in a particular form. For instance, under ICC Arbitration Rules, Article 32(2), an award should state the reasons upon which it is based on. Additional information in awards are called for by guidelines like the ICC Award Checklist for Arbitrators, which require, inter alia, the quotation of the entire arbitration agreement, relevant choice-of-law clause, and There is a tendency for awards to be very detailed. This could be the case because arbitrators have a duty to ensure awards are enforceable 16 , so will err on the side of caution and include more information than less in order to provide evidence that the parties were given a full opportunity to present their case and were treated equally 17 . These procedural safeguards are meant to ensure compliance with the fundamental principle of due process, a violation of which may lead to the setting aside of an award 18 . Considering this, we now turn to the question if an electronic award recorded on a blockchain could meet the form requirements. As an illustration, the author performed a multisig transaction on the Bitcoin testnet network, details found in Appendix A.
It is proposed that the raw data of a multisig transaction could represent a final and binding arbitral award providing that the parties select a seat of arbitration in a jurisdiction conducive to the will of the parties as it relates to the form of an award. The parties would need to agree in an arbitration agreement that either the United Kingdom or Switzerland is the seat of arbitration. Furthermore, the appointed arbitrators and parties would need to be named and associated with specific cryptocurrency wallet addresses in the agreement, since this would provide a means for identifying the parties and arbitrators in the resulting multisig transaction. With this information and the testimony of an expert witness, an enforcement court would have sufficient evidence to establish the existence of an award.
However, ICC Arbitration Rules and guidelines, as noted above, require the award to be reasoned and include other information besides the name of the parties and place of arbitration. There are limitations to the amount of data that can be included in a transaction. In Bitcoin, OP_RETURN opcode has a limit of 83 bytes of data for any given transaction 19 . The data size of a reasoned award can be in the hundreds of kilobytes range. Even if the data is broken up into multiple transactions, the burden of storing and verifying large amounts of data would be shifted to node operators and could ultimately adversely affect the economic sustainability of the blockchain in the long term. Moreover, a very verbose award on a public blockchain undermines confidentiality of the parties as anyone can look-up the information. A possible solution around this is to not upload the award, but rather run a SHA-256 checksum of an award that is saved as a single file and anchor the resulting hash to a transaction in order to timestamp the document on the blockchain, or alternatively, the award could be encrypted and stored off-chain into a distributed file system, e.g. IPFS, where the associated hash is added to a transaction in a similar fashion 20 . In both of these methods, the transaction does not represent the actual award, but is a reference marker to a document. In this case, a multisig transaction utilizing these methods would be incapable of being an arbitral award when a reasoned award is required.
On the other hand, there are some institutional rules that do allow parties to explicitly opt-out of a reasoned award 21 and given the concept of party autonomy, parties are able to prohibit arbitrators from following guidelines on the form of an award in the arbitration agreement. Another option is to adopt bespoke ad-hoc arbitration rules that would allow for electronic awards. In both approaches, most institutional rules, Article 31 of UNCITRAL Model Law, and Article 34 of UNCITRAL Arbitration Rules, call for awards to be "in writing" and "signed" by the arbitrators. One would have to consider the functional equivalence of paper documents in the electronic medium. This issue is particularly problematic for a party attempting to seek recognition under the New York Convention as Article IV(1) (a) requires a duly authenticated original award.
III. ELECTRONIC SIGNATURES, WRITING REQUIREMENT, AND AUTHENTICATION

A. IS IT POSSIBLE FOR AN ARBITRATOR TO DIGITALLY SIGN AN ARBITRAL AWARD?
In the case of the European Union, the eIDAS Regulation . Electronic signatures are defined in Section 7(2) as anything in electronic form "incorporated into or otherwise logically associated with any electronic communication or electronic data" and that "purports to be used by [an] individual creating it to sign." The second element thus indicates that there must be an intention to sign. recognises the validity of such an electronic signature by providing that an electronic signature is admissible as evidence of authenticity"). 25 eIDAS Regulation, Article 25(1), "an electronic signature shall not be denied legal effect and admissibility as evidence in legal proceedings solely on the grounds that it is in an electronic form or that it does not meet the requirements for qualified electronic signatures." 26 Law Commission, 'Report on Electronic Execution of Documents' para. 3.21-3.23, pg. 36.
An intention to sign was demonstrated in the case of Goodman v. J. Eban Limited
27
, Mr. Goodman, a solicitor, used a rubber stamp to sign letters sent with his bill of costs. He kept the stamp locked in his room and was the only person who had access to the stamp. The Court of Appeal held that the use of such a mechanical signature is valid given that Mr. Goodman intended the rubber stamp to be regarded as a signature for signing letters. In quoting an older authority, Bennett v. Brumfitt, the court noted that a signature is not actually made by the hand alone, but with the use of some instrument. There is no distinction between using a pen, pencil, stamp or even a paint-brush, where the impression is made with the intent and purpose of signing a document. The court acknowledged that a stamp might not, on the face of it, carry the same assurance of authenticity as a signature written in the ordinary way with a pencil or pen, but stated that if there is doubt, a party could inquire whether the signer had personally signed the document.
Electronic signatures originating from a virtual currency wallet can be admitted as evidence and eventually found to be valid by a court. A Bitcoin address is a public key hash encoded as a base58 string 28 . When a sender creates a standard P2PKH 29 transaction containing instructions that would allow a recipient, whom controls the private key of the public key hash, to spend an output and includes a scriptSig 30 to authorize the release of funds, the sender is incorporating unique electronic data for the purpose of signing the transaction. When a sender broadcast the transaction to the network, they are manifesting an intent to hold the signatures incorporated into the data as valid. In considering the example in Appendix A, the identity of the wallet addresses can be linked to parties. If authenticity is at issue, a party can digitally sign a message with their wallet attesting to the possession and sole control over the wallet's private key 31 . To increase the legal certainty of the legal effect of electronic signatures, arbitrators may also e-mail parties a transaction ID ("TXID"), which is a reference number to a transaction on the blockchain, accompanied with a copy of "wet ink signatures" in pdf format.
B. HOW COULD AN ELECTRONIC AWARD BE CONSIDERED TO BE "IN WRITING?"
Many jurisdictions have adopted the UNCITRAL Model Law on Electronic Commerce or similar laws 32 , which view electronic records as valid and enforceable 33 . Where a law, or a legal obligation, requires information to be evidenced "in writing," this requirement can be met by an electronic record if the information contained therein is subsequently retrievable at a later time 34 . Furthermore, an electronic record could be considered to be "original" if: (a) there is reliable assurance of the integrity of the information from the time when it was first generated and (b) the information is capable of being represented For the United Kingdom, under Section 7(c)(2) of the ECA 2000, an "electronic document" is defined as anything stored in electronic form, including text, and Section 7(c)(1), states that in any legal proceedings, an electronic document is admissible as evidence if it relates to the authenticity of an electronic transaction. Black's Law Dictionary defines a transaction as "[t]he act or an instance of conducting business or other dealings; esp., the formation, performance, or discharge of a contract 36 ."
The definition of a transaction is broad enough to include raw data of a multisig transaction. The data results from the execution of a contractual obligation of multisig participants. Furthermore, the multisig transaction is made up of hexadecimal data with digits from 0 to 9 and characters A to F to represent 16 possible values 37 . If a single number or letter is converted to a different value, the TXID will be changed and the altered TXID would not be found in a blockchain explorer. The raw transaction data is a unique value that is validated as a true transaction by many computers in a network, in a sense, raw transaction data is more temper-resistant than traditional paper awards. The integrity of raw transaction data is reliably assured from the time when it is first committed to a block and the information is represented in a complete and unaltered state in a permanent distributed ledger. As such, a party attempting to prove the existence of an award can introduce the raw data as evidence to establish the authenticity of a multisig transaction. Thus, like electronic signatures, a court may hold that the raw data of a multisig transaction is compelling proof to establish the existence of an award that has the functional equivalence of an award in writing.
C. COULD A MULTISIG E-AWARD BE DULY AUTHENTICATED?
Before considering the issue of authentication, it should be pointed out that a multisig e-award is different from a traditional paper award in that it is self-enforcing. Once the multisig signature threshold has been met and the transaction is broadcast to the network, the funds are released to the recipient. Enforcement of a mutlisig award is not necessarily an issue, but whether the act of releasing funds puts an end, in whole, or in part, a dispute and if the resulting raw transaction data could be recognized as an award. This is important because if multisig is not capable of being recognized, then a multisig transaction could be challenged in any court with competent jurisdiction and an arbitrator's finding reversed. Although technically the multisig transaction is non-reversible at the code level, a court could order compensation to be paid notwithstanding the execution of the transaction on a blockchain. When a participant deposit an asset into a multisig account, there is an understanding that the asset will not be transferred unless certain conditions are met, namely the requirement of M-of-N signatures and the occurrence of an event or the performance of an obligation. The arbitrator makes a determination if the conditions have been satisfied and releases the funds by signing a transaction with his or her private key. As such, multisig can be viewed as a separate and distinct contract from the underlying agreement between the participants. For instance, in a sale of goods agreement, if no goods or sub-standard goods are delivered, the buyer could sue the seller for breach even if a third party releases funds from a multisig account. The decision of the arbitrator, ipso facto, does not have res judicata effect and is somewhat analogous to a decision of a bank releasing funds under a letter of credit.
In addition, if the multisig process is not seen as a form of international commercial arbitration and the arbitrator fails to perform the decision-making function to the level expected of a technologically-savvy prudent adjudicator, he or she may face unlimited personal liability. The arbitrator owes concurrent contractual, non contractual, and equitable duties towards multisig -participants. So, it is vital for a multisig transaction to be recognizable as a final and binding award.
Under Article IV(a) the New York Convention, a party applying for recognition must supply a "duly authenticated original award." The Convention does not define the meaning of authentication, but commentators are in general agreement that it can be defined as the process of confirming the authenticity of arbitrators' signatures 38 . The law applicable to issues related to authentication can either be the lex loci arbitri or the law of where recognition is sought 39 . According to the travaux préparatoires, the drafting committee preferred to give the court where recognition is sought more flexibility in determining the governing law than the Geneva Convention of 1927, which only pointed to lex loci arbitri 40 . In common law jurisdictions, the act of confirming the authenticity of a signature is viewed as an evidentiary matter. It does not require to be in any particular form and in the interest of justice and efficient conduct of court business, a simple straightforward method is usually preferred 41 . The act can be performed by public officials, lawyers, witnesses, or arbitration institutions 42 . On the other hand, in most civil law jurisdictions, the concept of authenticity is viewed more narrowly and traditionally require a competent public authority or a notary public to verify the truthfulness of documents 43 .
According to Yu and Nasir, Article IV should be read in conjunction with Article III and if the country of where the award was made permits the issuance of awards in electronic form, there should be no barrier to accepting the award as duly authenticated 44 . Lederer notes that although an indefinitely reproducible electronic document cannot be seen as "original," in relation to electronic data, it can be an authentic copy, where the authorship of the data can be reliably proven 45 . However, Otto cautions against electronic awards as there is no unanimous view of authentication and some countries have taken a strict view 46 . There is a risk if recognition is sought in a civil law jurisdiction, the multisig transaction may not be viewed as final and binding.
If we apply the law of England as the lex loci arbitri, under Section 7(3) of the ECA 2000, "any person" can certify an electronic signature with a statement confirming the authenticity. Section 7, Part III (15)(2)(a), further provides that the term "authentication" relates to whether an electronic communication or data: (i) comes from a particular person or other source; (ii) is accurately timed and dated; (iii) is intended to have legal effect.
In the case of the example in Appendix A, a signature hash can be linked to a particular signer and any alteration to raw transaction data can be detectable. The time and date is part of the data and the intent for the electronic signature to have legal effect can be established by referring to the arbitration agreement and the subsequent conduct of the parties 47 . An expert witness could certify the authenticity of the electronic signatures by checking the embedded metadata. Alternatively, an arbitrator has the option to self-certify as to the authenticity of the transaction. This method of authentication is consistent with the interest of having a pragmatic, flexible, non-formalistic, arbitration-friendly approach to the interpretation of Article IV 48 .
IV. CAN MULTISIG ARBITRATION BE SEEN AS AN AUTONOMOUS LEGAL ORDER?
Ortolani has argued that the Bitcoin multisig process is not compatible with any of the traditional narratives of international arbitration, because it offers a level of privacy and enforcement solely depends on the mechanical operation of the protocol without the need for cooperation with national legal systems 49 . Transactions can take place between anonymous users who do not disclose their identity or geographical location 50 . Bitcoin was designed as a reaction to perceived inadequacies of the traditional banking system and is a rejection of a states' exclusive authority over money 51 . Similar to how lex mercatoria developed within a community of merchants, Bitcoin users seek selfregulation and stateless mechanisms for resolving disputes 52 . Ortolani asserts having the ability to enforce norms is a key indicator of an autonomous legal order, so the multisig process must be regarded as an a distinctive system of dispute resolution 53 . However, this view is not supported by empirical evidence.
Bitcoin provides very little, to no, privacy protection. It is possible to link IP addresses to Bitcoin transactions through network analysis. When a user initiates a Bitcoin client, it sends out a message containing the user's IP address information to other nodes. The software then downloads a list of known peers from other users. This makes it possible to map out IP addresses to Bitcoin addresses 54 pairings were discovered 55 . In another study, researchers were able to link numerous users to IP addresses, the vast majority of which had probabilities above 0.9, with the average value of pairings at 95.52% 56 . Even with Tor, an anonymizing overlay network, Bitcoin addresses could be linked retroactively with publicly available information. In a case study that crawled thousands of Tor hidden services, social media accounts, and forums, researchers were able to link a number of unique users to Tor hidden services 57 . For some users, they were able to discover personally identifiable information, such as name, gender, age, and location 58 . The researchers concluded that Bitcoin addresses should always be assumed to be compromised as it could be used to de-anonymize users 59 . Moreover, courts have the power to order third party service providers to disclose information about users. Know-yourcustomer compliant exchanges and custodial wallet providers could be compelled under a pre-action Norwich Pharmacal Order to disclose names, emails, postal addresses, and IP addresses of registered users 60 . In a case from Ireland, a court noted when ordering an internet service provider to disclose information about their subscribers "that whether the right to confidentiality arises by statute or by contract or at common law, it cannot be relied on by a wrongdoer or a person against whom there is evidence of wrongdoing to protect his or her identity… right to privacy or confidentiality of identity must give way where there is prima facie evidence of wrongdoing 61 ." Thus, with the development of standardized Bitcoin investigative tools that can link transactions to geographical locations and courts' inherent power to order the disclosure of information from service providers, information about Bitcoin users can be discovered and they are not anonymous.
Furthermore, Bitcoin users are not purely interested in self-regulation and stateless mechanisms. Users' views range the whole political spectrum. According to a State of Blockchain Report, it was reported that 35% of Bitcoin supporters are Socialist or Liberal, 46% Conservative or Libertarian, while only a small minority, 9%, identified as "Anarcho-Capitalist," a political philosophy that advocates for the elimination of the state 62 . In another survey of blockchain developers, it was found that the majority of respondents indicated they are primarily motivated by money, passion for coding, attraction to the blockchain technology, learning, and community recognition 63 . Bitcoin users have a wide array of views and, in general, do embrace the Westphalian model. And lastly, Bitcoin multisig cannot be viewed as a customary norm in lex mercatoria. To be recognized as a norm, the practice must persist over a substantial period of time, reflect trade habits and market usages, be universal, be extrinsic to the legal system, and be of utilitarian benefit for a merchant community 64 . The BIP-11 M-of-N Standard Transactions proposal was accepted December 13, 2011 and BIP-16 Pay to Script Hash, which enabled multisig scripting, was accepted April 1, 2012 65 . The first multisig wallet service was launched in August 2013 66 . According to statistics of 2/3 multisig account usage, the number of deposited funds picked up in late 2015, but has since leveled off after the 2017 Bitcoin "tulip bubble," see Appendix B. As it can be seen multisig is a relatively recent technology that does not have wide usage over a substantial period of time, so customs within the community cannot be elevated to the level of lex mercatoria. Furthermore, there is no evidence to show that Bitcoin multisig is currently being used by a concrete and identifiable merchant community.
Given these points, multisig ought not be seen as a distinctive legal order. It would be more advantageous to bring the multisig process under the purview of international commercial arbitration law. International arbitration has a wealth of rules and case law for arbitrators to draw from. Awards can be recognized by numerous national legal systems under the New York Convention 67 and arbitrators, acting in a quasi-judicial capacity, are afforded immunity from liability under national laws and arbitration rules 68 .
V. CONCLUSION
Multisig is an exciting technology that could change how merchants resolve cross-border disputes. The multisig protocol functions similar to escrow, but a key difference is that no one party, including the arbitrator, has sole possession of the funds. In a 2/3 multisig account, at least two parties must authorize a transfer by signing data with their respective private keys. This scheme provides a more efficient and trust-less mechanism for trading. However, there is some uncertainty whether or not multisig can be recognized as an arbitral award in some jurisdictions. The New York Convention requires awards to be "duly authenticated." In civil law systems, the authentication of signatures is traditionally performed by public authorities or notaries. Moreover, the lex arbitri may impose additional form and document legalization requirements.
If parties select the law of England as the seat of arbitration, they are free to agree on the form of an award under Section 52(1) of the Arbitration Act 1996. Through the concept of party autonomy, parties can restrict arbitrators from following guidelines on the content of awards and authorize the issuance of an award in electronic form. The parties should explicitly opt-out of a reasoned award as provided for under some arbitration rules. In addition, names and wallet addresses should be associated with parties at the time when the arbitration agreement is made. By doing this, an expert witness is able to certify the identity of parties and authenticate electronic signatures. Under ECA 2000, Section 7(1) (a), electronic signatures are admissible as evidence and under section 7(3), any person can certify the authenticity of such signatures.
Multisig ought to be viewed as compatible within the international arbitration legal order, where the process is defined in an arbitration agreement and the raw transaction data is the actual arbitral award in an electronic form. Much in the same way courts have been able to adapt the law regarding paper contracts to the emergence of technologies like telegram, telex, fax, and e-mail, blockchain-based applications will be another method for entering into contractual relations. The technological novelty of multisig does not justify characterizing it as a separate legal order.
Although multisig is compatible with the aims of international arbitration, in that it could provide a fast, cost-effective, and final method for resolving disputes privately, it is unlikely it will be widely used at the present. For one, there is a steep learning curve for merchants and their legal representatives to learn how to adequately use the technology. Secondly, arbitration institutions might be reluctant or slow to modernize rules to allow for conducting arbitration by electronic means. And finally, the multisig protocol is not intuitive enough for ordinary commercial use.
